Abstract-This paper describes a new botnet that we have discovered at the beginning of December 2009. Our NetFlowbased network monitoring system reported an increasing amount of Telnet scanning probes. Tracing back to a source we have identified world wide infected DSL modems and home routers. Nowadays, various vendors use Linux in this kind of devices. A further investigation has shown that most of deployed SoHo (small office/home office) devices use default passwords or an unpatched vulnerable firmware. Some devices allow a remote access via Telnet, SSH or a web interface. Linux malware exploiting weak passwords allows fast propagation and a virtually unlimited potential for malicious activities. In comparison to a traditional desktop oriented malware, end users have almost no chance to discover a bot infection. We call the botnet after Chuck Norris because an early version included the string [R]anger Killato : in nome di Chuck Norris !
I. INTRODUCTION
Small office/home office devices and consumer electronics have become very prevalent. Various switches, set-topboxes, music centers, etc. are sitting in their place, quietly doing their job and being regarded as a pure hardware. But it is not uncommon to find full-fledged operating systems inside them. Linux variants like a BusyBox system [1] are able to run on really limited hardware while having capabilities comparable to ordinary computers. This is often overlooked and SoHo devices are likely to be accompanied by a "plug-in-and-do-not-care" mentality. Although this is a tribute to their makers, it is a source of many problems.
The users and even engineers who build SoHo devices neglect possible security problems caused by using e. g., old Linux kernels or not pushing security patches. Despite this situation, antivirus and antimalware tools do not focus on SoHo devices, which are a breeding ground for trojans, botnets and such. Because these devices can act as an Internet gateways, potential for damage is immense.
In this paper, the Chuck Norris botnet is analyzed. Based on its inner mechanisms it is shown how easy it is to create a botnet on embedded hardware and how simple for malware it is to spread and to gain one device after another. Different Chuck Norris botnet attacks are analyzed. We introduce a new botnet threat using infected device as man-in-the-middle to compromise Secure Sockets Layer (SSL) connections.
The paper is organized as follows: After a short introduction and related work, we describe the botnet discovery. Then we analyse the botnet internals and how the botnet behaves. We present our botnet extension to attack HTTPS connections. Finally, we conclude by summarizing its size estimation and impacts of the Chuck Norris botnet.
II. RELATED WORK
With new electronic devices like smartphones, game decks and all other kinds of intelligent home electronic devices, malware also started to expand to these new platforms. Today's PC platform is definitely not the only battlefield in a war with malware.
Growing smartphone market in early 2000s became interesting for black hats in 2004 when the Cabir [2] worm appeared, being supposedly the first worm infecting mobile phones. Actually it was just a quite harmless proof of concept. In contrast, nowadays there are hundreds of viruses, adware or spyware intended for smartphones with a serious severity level. There is no kind of smartphones that can be absolutely safe including famed iPhone [3] .
Besides smartphones, there is another big group of devices where malware can be found -SoHo devices connected to the Internet. As people at GNUCITIZEN.org demonstrated [4] , there is some kind of a security flaw in almost every home electronic device from printers through VoIP phones to routers and DSL modems. The possibility of unauthorized use of these devices grows with end user's poor knowledge of configuration needs of these devices.
Malware can use compromised devices for different purposes. For example in 2003, the Coldbot worm infected PCs running Windows operating systems. For connecting to the IRC C&C server, it utilized a set of about 2,700 compromised routers as proxies. This way the Coldbot was hiding its presence. Compromised systems could only see connections going to routers and incoming connections to IRC server were seen as originating at routers and not at compromised end user computers.
A similar approach was used also by the PSYB0T [5] botnet. It was the first botnet, which exploited vulnerabilities and misconfiguration of SoHo devices, compromised them and spread itself to other vulnerable devices. It was discovered in January 2009 (version 2.5L) by Australian security researcher Terry Baume. A newer version 2.9L attracted major attention after it carried out a DDoS attack against the DroneBL site [6] . PSYB0T was written to prove the technology and to demonstrate vulnerabilities of broadband devices. The botnet has been shut down by its owner. He claimed more than 80,000 devices had been infected.
PSYB0T is nowadays followed by the Chuck Norris botnet. The Chuck Norris botnet is quite similar to PSYB0T. It targets the same devices running Linux with MIPSel CPUs and it also takes advantage of similar vulnerabilities, mainly of enabled remote access via Telnet and Web interface for device configuration.
PSYB0T is supposed to be made by one person. As far as we know, there are several people working on (or with) the Chuck Norris botnet and continuously improving it. So far Chuck Norris botnet uses just a limited subset of possible vulnerabilities of SoHo devices [7] [8] . But this situation can simply change and become much more serious in the near future. Mainly because these two botnets show to their successors how easy it is to gain control over devices connecting people to the Internet -especially devices with persistent Internet connection.
Vulnerabilities are endless and there is no possibility of securing all devices at 100 %. But the state we (together with ISPs and device vendors) should reach is to have our home devices (as well as PCs) secured at least against common/known security issues.
III. BOTNET DISCOVERY
To protect our university network we have developed and deployed own network monitoring system based on NetFlow information (see Figure 1 ). The network-based approach allows us to see all activities against and from our network. We use NetFlow [9] as an input for the security analyses and the anomaly detection systems we work on. Typically we observe various network scan attempts, password brute force attacks and exploits coming from outside. Such activities are often regarded as a normal part of nowadays Internet traffic.
At the beginning of December 2009 our attention was attracted by an increased amount of Telnet scans (TCP port 23). The use of the Telnet protocol should be discontinued for security related shortcomings and replaced by Secure Shell (SSH) protocol. Any Telnet activity, especially on the public Internet, is suspicious. Figure 2 depicts Figure 1 . Flow-based network security monitoring system. Generated NetFlow data are stored into NetFlow collectors and used for network forensics by university security team.
of PSYB0T spreading around. Then we gained access to an IPTV set-top-box and got the first bot sample. The iptables firewall was not installed in the set-top-box and the bot could not block remote access.
Further investigation (bot binaries reverse engineering) revealed IP addresses of C&C centers including botnet distribution sites. These sites appeared to public as a porn sites or an Italian magazine site and concealed a hidden directory with botnet binaries.
To get more information we have prepared a vulnerable device (MIPS-based wireless router) in our network and voluntarily joined the botnet. We recorded all incoming and outgoing connections until the botnet paused activity on February 23rd, 2010.
IV. BOTNET ANALYSIS
While we were monitoring development of the Chuck Norris botnet, many changes were made and different features were demonstrated -e. g., DDoS attacks or DNS spoofing (pharming) followed by an infection of end users' PCs with another malicious software. Developers also improved (obfuscated) botnet binaries to make further analysis more difficult -e. g., by encrypting the list of C&C centers or the list of vulnerable networks.
Following analysis provides a snapshot of our understanding of the latest available Chuck Norris botnet variant. The Figure 3 shows the botnet overview.
Botnet Propagation: The Chuck Norris botnet propagates itself in the form of packed binary files and shell scripts. The list of files available at the botnet distribution site shows Figure 4 . The binary files (linux/mipsel ELF) have been packed using the UPX packer [10] . In contrast to PSYB0T 2.9L, there is no obfuscation concerning UPX decompression.
The botnet propagation process is based on two binaries (m and m-ran) with different sets of networks to attack. The first one (m) is focused on network segments belonging to broadband Internet providers where is a high chance of Table I . A target selection works in such fashion that one of builtin prefixes is randomly chosen (if it is /8 prefix, then next 8 bits are randomly computed and added as well). Then one of C prefixes (/24) is selected and the scanning starts. Once the C segment is scanned, each bot scans the following C segment and so on until the entire /16 segment is scanned.
For scanning a Telnet service the bot uses pnscan (Parallel Network Scanner) [11] . Simultaneously running pnscans store particular addresses of potentially vulnerable devices to a file. The list of vulnerable devices is used by m and m-ran applications to perform a Telnet brute force attack. The bot abuses the default configuration of SoHo devices. It tries just a few combinations of default login credentials shown in Table II . In addition to the dictionary attack, the D-Link configuration reset exploit [12] is executed. Both binaries (m and m-ran) contain a shell command to download and execute the IRC bot syslgd after a successful login to a remote host. syslgd is based on the Kaiten bot [13] source code.
# cd /var;mkdir .scan;cd .scan; \ wget http://87.98.163.86/pwn/syslgd; \ chmod u+x syslgd;./syslgd;rm syslgd; \ killall utelnetd Bot Execution: When syslgd starts, the device becomes a slave of the Chuck Norris botnet. It connects to the C&C center (primary and secondary IP addresses are stored in bot binary) and joins the ##soldiers## IRC channel. In comparison to the original Kaiten bot, syslgd implements response to a channel topic. The string set as the channel topic is interpreted as an initial command that is performed by all bots connecting to the channel. Further bot spreading is controlled via the IRC channel. The botnet master can execute various commands like Figure 4 . Screenshot of the directory at the C&C server containing botnet files.
stop/start bot spreading, download new binaries from the distribution site, etc. Communication between bots and the Chuck Norris IRC C&C center is not encrypted but connections are secured through password. Therefore the first syslgd's IRC message sent to the server contains a connection password box4642.
Bots are connecting to the server with a randomly generated nickname in a form IP|[0-9]{8}. The server tries to resolve a bot's IP address and if it succeeds the bot's nickname is changed to start with a top-level domain name instead of the IP string. This way connected bots are divided into groups, which can be controlled separately.
The bot joins ##soldiers## channel with ix IRC mode set.
JOIN ##soldiers## :none MODE IP|20026796 ix
The i mode means that the bot is invisible and its name is not showed in a list of connected clients. The second mode x is used to mask the bot's hostname or IP address in a messages sent to the server. Botnet DNS Spoofing and Malware Injection: After the connection to the C&C server via IRC is established, DNS settings are changed again. The primary DNS server is set to the C&C server that responds only to DNS queries for a specific domain (e. g., Google at the end of 2009 or Facebook in February 2010). The secondary DNS server is set to one of the OpenDNS resolvers that is used for all other queries. This technique is also referred as pharming. The DNS server at the C&C server returns its IP address. As a result, the user is forwarded to a fake website (see Figure 5 ). It contains the original site that the user wants to visit but also an exploit or trojan (both loaded in IFRAMEssee Figure 6 ). Earlier versions of the bot used exploits from MPack [16] (MS06-057, MS06-014, CVE-2007-0015 and CVE-2006-5198) and tried to install the Small trojan. This was gradually replaced by a primitive social engineering: users were invited to try a "new Facebook client" or to install a new version of the Flash player. Actually they were offered to download the Kolab worm [17] (an IRC bot with capability of DoS attacks and stealing of user data), then another generic backdoor and the Refroso (Mytob) worm [18] (another IRC bot). Finally, the fake website contained a Java applet Java.Dldr.Agent.D that tried to install Refroso again. Table III shows the total detection rate of VirusTotal [19] . To sum it up, the bot does not employ any 0-day exploits but available ones able to infect computers connected via the devices controlled by the botnet. <iframe width=1700 height=1650 border=0 frameborder=0 src="http://en-gb.facebook.com"></iframe> Figure 6 . IFRAME exploit spreading through DNS spoofed site.
Botnet Features:
This section summarizes features that we have seen while we have been monitoring the botnet behavior. We believe that bots are already able to perform more actions but we have not noticed them yet. Considering possible further development of the botnet we are sure that bots will provide more new features.
All bots are controlled from the central IRC C&C server. This center is duplicated. In case of unavailability of the primary server, the bots are trying to reconnect to the secondary server. In case of unavailability of both C&C centers, bots periodically try to connect to both of them. Therefore the botnet is able to survive even a long term inaccessibility of the central servers. The IRC server has the ability to divide connected bots into groups according to their top-level domain name. The botnet master can send commands only to the selected group(s).
According to commands from the C&C center, bots are able to update their parts. They are just instructed to download an updated file from the specified server and run it as a new process. All these operations are performed using a device shell. Such approach allows almost unlimited possibilities for further operations.
Concerning botnet's harmful features, attackers can abuse an access to a compromised device for a DNS spoofing attack. As most botnets do, the Chuck Norris botnet is able to perform distributed DoS attack using several types of floods. It includes TCP SYN, TCP ACK and UDP flood. In all cases bots can spoof source IP address according to command from the C&C center. Most of the compromised devices contain powerful iptables. Bots primarily use it to block a remote configuration interface (i. e., Telnet and HTTP). iptables can be easily used as a proxy to hide communication across the network. Compromised routers had been already used for this purpose by the Coldbot worm in 2003. We have also found a proxy HTTP server [20] compiled for the MIPSel platform at the distribution site. We suppose the proxy server was intended to create the stepping stones for other attacks.
V. BOTNET SIZE AND EVOLUTION
When determining a size of the botnet, we have to rely on an estimation based on two sources of informationnetwork traffic and knowledge of inner mechanisms of the botnet. Precise numbers are not obtainable because all bots are logging into the C&C center with the invisibility flag set and botnet operators were the only ones to be seen.
The university network, on which the traffic was analyzed, belongs to the address space covered only by one binarythe one targeting half of the Internet. Taking into account the way how targets are chosen by bots a probability of the university network being targeted is at most 1:129. This has to be weighted when looking at the numbers of unique attackers as can be seen in Figures 2 and 7 .
Number of attackers scanning TCP port 23 was determined by analyzing five-minute time windows of network traffic in the NetFlow format. A certain IP address was considered as an attacker when two conditions were met in the given time window: i) there were more than 30 failed attempts to connect to a TCP port 23 and ii) TCP SYN packet was 60 bytes long (sign of the Linux TCP/IP stack). This might have discarded slowly scanning bots, but an observation has shown that most bots scanned the 254 targets of a C subnet in several minutes. Figure 2 shows the number of unique attackers over the course of five months. Only subnets with first byte found inside the m-ran binary are included. Adding the remaining addresses provides negligible differences, which backs up our belief that this entire set of attacks can be attributed to the Chuck Norris botnet.
Several spikes that can be seen at Figure 2 identify the most infected networks. whois [21] entries for these active networks revealed the most infected ISPs. They are summarized in Table IV Figure 7 . Number of unique attackers and attacks on TCP port 23 in the university network. Figure 7 shows the number of attackers and actual attacks but unlike the Figure 2 all subnets are combined together. There is a clear correlation between the number of attackers and attacks. This agrees with the observation that each bot scans the entire /24 subnet at the time and further upholds the belief that this traffic is caused by the botnet. Figure 7 also illustrates how the bots remain active even after shutdown of the C&C centers. It was during February, 23rd when the C&C centers stopped responding and our controlled bot lost connection to them, yet it was the following day the number of attackers peaked.
The maximum number of attackers in a day is little over two thousands. Coupled with the probability of the university network being attacked, it can be guessed that the actual size of the botnet is at least an order of magnitude higher. This is also backed up by counting the total number of unique IP addresses identified as attackers between October and February. There were roughly 33,000 such attackers and although they cannot be solely attributed to the botnet, most of them probably belonged to it (as was argued in case of the Figure 7 ). 
VI. FURTHER THREATS -BEYOND CHUCK NORRIS BOTNET
SoHo devices are points of interest for many attackers. They connect most of home users to their banks and eservices allowing payments and money transfers to be made through the Internet. Some studies reports around 50 % of wireless routers operate in their default settings [22] . In such world SoHo devices can be easily abused for man-in-themiddle attacks.
A real world example of a severe man-in-the-middle attack is the HTTPS stripping attack [23] that can be effectively accomplished with the Chuck Norris botnet. As shown on Figure 8 , the HTTPS stripping attack does not actually break the SSL protocol directly. Instead it monitors HTTP traffic and intercepts any attempt to redirect or connect to HTTPS site. The attack benefits from the fact that users often access secure servers by following hypertext links or by being redirected from unsecured web pages. The attack tool replaces these links and alter redirection headers to keep communication with user unencrypted. Infected device then communicates with the server in a secure way and the server itself is not able to detect anything wrong. But all information from the user is compromised due to unsecured communication with the infected device.
We have successfully demonstrated HTTPS stripping attack on e-government, e-commerce, social networking and other popular Internet sites. To these days there is no easy solution to generally prevent this attack on both server and client side. What is worse, our operational experience showed that only a small portion of users is able to recognize unsecured communication with webservers, even though all prevalent modern browsers are equipped by relevant security alerts.
VII. CONCLUSION
People got used to secure their personal computers and laptops. They use anti-virus, anti-malware, anti-spam software, firewalls etc., but they would not suspect that any embedded device can threaten them or others. So these SoHo devices are not well protected by other tools such as ordinary computers. They are not regularly updated, even though the patches are available. These devices are also continuously connected to the Internet and they are up for days and months. We believe that the majority of SoHo devices involved in the Chuck Norris botnet will remain vulnerable. In the future we expect more and more malware, which will target ubiquitous networking devices.
In comparison to PC-oriented malware, the Chuck Norris bot will not persist if the infected device is power cycled. The firmware is stored in a read-only FLASH memory and the malicious code resists in RAM. To disinfect the device, it is sufficient to turn the power off and turn it back on again. Recommended countermeasures are to disable remote management from the Internet, change the default access credentials and update device firmware. Infected devices can be detected by monitoring outbound traffic to the C&C IRC servers.
We have shown how a small set of default credentials can be used to gain access to broadband modems and routers. The current generation of embedded malware takes advantage of poorly configured devices that often contain multiple hidden vulnerabilities. We have also demonstrated different types of attack mechanisms employed by the Chuck Norris botnet and investigated the man-in-the-middle attack that can be a serious threat to SSL security.
In our further work, we will continue with monitoring malicious traffic originating from SoHo devices. We expect a new malware that will target SoHo and embedded systems.
